Federator.ai - Google Cloud Service Account Setup Guide

« Create a Google Cloud Service Account
« Add GCP Clusters to Federator.ai

ProphetStor Federator.ai uses Google Cloud Service Accounts to obtain credentials for accessing Google Cloud APIs. You need to create a
service account to provide Federator.ai with service account credentials to use Google Cloud APIs to collect metrics, tags, machine

configurations, and metadata of Google Cloud Platform instances and instance groups.

Using service accounts to provide credentials for accessing Google Cloud APIs is one of the recommended methods by Google Cloud. For
more details, please refer to the attached service account document.

Create a Google Cloud Service Account

o You have to enable the Cloud Monitoring API, the Compute Engine API, and the VM Manager (OS Config API) of Google Cloud for
the projects which you would like to integrate with Federator.ai.

For the API pricing details, please refer to the Cloud Monitoring API, the Compute Engine API, and the VM Manager (OS Config API)
documents of Google Cloud.

1. Go to the Google Cloud credentials page and choose a project where you would like to integrate with Federator.ai.

2. Click CREATE CREDENTIALS and choose Service account .

Note: You need to have the following roles and permissions to create service accounts and service account keys, and assign the
required roles to service accounts.

a. Service Account Admin role to create and manage service accounts.
b. Service Account Key Admin role to create and manage service account keys.

c. Project IAM Admin role to assign roles to service accounts.

= Go gle Cloud o* My First Project Search (/) for resources, docs, products, and more Q, search @ @ i
API APIs & Services Credentials =+ CREATE CREDENTIALS & DELETE s RESTORE DELETED CREDENTIALS
APl key
- .
“ Enabled APIs & services Create credentials 1o 8 dentifies your preject using a simple API key to check quota and access
i Library OAuth client ID
a Remembert  Requests user consent so your app can access the user's data . CONFIGURE COMSENT SCREEN

o+  Credentials X
Service account

Enables server-to-server, app-level authentication using robot accounts

o OAuth consent screen AP Keys

“a  Page usage agreements []  MName Help me choose tions Actions
Asks a few questions to help you decide which type of credential to use

3. Name the service account federatorai-integration or one of your own choosing and click CREATE AND CONTINUE .


https://prophetstor.com/
https://console.cloud.google.com/apis/credentials
https://cloud.google.com/iam/docs/understanding-roles#iam.serviceAccountAdmin
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4. Add compute Viewer , Monitoring Viewer ,and 0S Inventory Viewer roles to the service account and click DONE .

Compute Viewer , Monitoring Viewer ,and 0S Inventory Viewer roles of the service account allow Federator.ai to collect metrics,

tags, machine configurations, and metadata from Google Cloud Platform instance and instance groups.

| a* My First Project

Search (/) for resources, docs, products, and more

Q, search | @ @

= Google Cloud
6 1AM & Admin

+2 1AM

& Identity & Organization
A, Policy Troubleshooter
B Policy Analyzer

B Organization Policies
e3 Service Accounts

E  Workload ldentity Federat...
@ Labels

» Tags

& Settings

@ Privacy & Security

B Identity-Aware Proxy

B3 Manage Resources

E  Release Notes

<l

4 Create service account

[ HELP ASSISTANT

@& Service account details
|
(2]

Grant this service account access to project
(optional)

Grant this service aceount aceess to My First Project so that it has permission to
complete specific actions on the resources in your project. Learn more (2
- Role - = 1AM candition (optional) @ s
Compute Viewer T | 4 ADDIAM CONDITION
Read-only access to get and list
information about all Compute Engine
resources, including instances, disks,
and firewalls. Allows getting and listing
information about disks, images, and
snapshots, but does not allow reading
the data stared on them,
- Rale 1AM eandition (optional) @ .
| Mondtoring Viewer T | 4 ADD1AM CONDITION
Read-only access 1o get and list
infermation about all monitering data
and configuration.
- Role ———————————————— 1AM condition (optional) @
dinventoryViewer M + ADD 1AM CONDITION §
Wiewer of 08 Inventonies

5. Create a new key for the service account. Select the service account you just created. Choose KEYS tab and click ADD KEY . Select

Create new key and choose JSON as the key type.

Download your service account key file and you will use the service account key file to configure Federator.ai later.



Google Cloud £ My First Project ] l Search (/) for resources, docs, products, and more | Q, search l Fn] @ @ i

B 1AM & Admin & federatorai-integration (51 HELP ASSISTANT
e aM DETAILS PERMISSIONS KEYS METRICS LOGS

B |dentity & Organization Keys

% Policy Troubleshooter Service account keys could pose a security risk if comp d. We you avold downloading service aceount keys and instead use the:

Workload Identity Federation [, You can learn more about the best way to authenticate service accounts on Google Cloud here 2,
E  Policy Analyzer
B Organization Policies Add a new key pair or upload a public key certificate from an existing key pair.
Elock service account key creation using organization policies (4.

91 Service Accounts Learn more about setting ization policies for service @

B Workload dentity Federat_ ADD KEY ~

P Labels

Type Status Ky Key creation date Kay expiration date
»  Tags
£ Settings

Create private key for "federatorai-integration”

afile that ins the pri key. Store the file securely because this key
can't be recovered if lost.

Key type
@ JsoN
Recommended

QO P2

For backward compatibility with code using the P12 farmat

Add GCP Clusters to Federator.ai

6. Go to Federator.ai Clusters page. Click Add Cluster and Choose Google Cloud Operations Suite (Stackdriver) as Metrics

Data Source.
Click Upload Service Account Key File button to upload the service account key file which you just downloaded.
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7. Add GCP instances to a GCP cluster.
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